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Major Credit Group
Fortify strengthens cyber resilience in preparation for 
DORA introduction while reducing code vulnerabilities 
by 50% and boosting vendor collaboration.

Introduction of DORA 
Presents New Challenges
All financial industry participants already 
need to comply with many regulatory 
requirements. Within the European Union 
(EU), this has recently been expanded to 
include the Digital Operational Resilience  
Act (DORA). This promotes Europe-wide  
convergence on the requirements financial 
institutions must adopt to raise the 
security of their digital systems. As part 
of it, financial entities need to conduct 
vulnerability assessments before introducing 
or re-introducing new or existing services. 
They also are required to test all critical 
applications and systems at least once a year.

A major credit group needed to integrate 
appropriate testing tools within its software 
development cycle to increase the level  
of resilience of its software solutions  
and prepare for DORA compliance.  
The credit group turned to its trusted  
partner, Join Business Management 
Consulting. This strategy and management 
consulting firm is ranked among the fastest-
growing companies in Europe by the 
Financial Times and Il Sole 24 Ore.  
“We initially carried out a market analysis  
to identify the solutions that met the client’s 
requirements, such as the need to introduce 
static code analysis mechanisms within 
the application lifecycle,” explains Maurizio 
Garofalo, Head of the Risk, Compliance and  
Cybersecurity Practice at Join Business 
Management Consulting. 

Fortify Exceeds Expectations 
Compared to Alternatives
Garofalo continues: “We identified Fortify 
by OpenText as the best solution for the 
credit group’s needs. In fact, in addition to 
the criteria we determined with the client, 
Fortify outshone other solutions in a number 
of ways. First of all, we like the superior 
level of reliability and rich functionality that 
comes from being an established solution, 
recognized as market leader by leading 
analysts: Gartner, Forrester, IDC, and G2.  
We also appreciated the broad language 

“We consider the adoption of 
the ‘security by design’ principle 
in our software lifecycle 
management a building block 
of our cyber resilience strategy. 
Fortify has proved to be the 
ideal technology partner for 
this in terms of depth, breadth, 
and precision of vulnerability 
analysis, DevOps integration, 
and service model flexibility.”

Chief Information Security Officer
Major Credit Group
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support and the opportunity to use 
Fortify both in an on-premises mode for 
easy inclusion in the development cycle 
infrastructure, or as a flexible service in the 
cloud, more suitable for our client’s software 
partners. These benefits came at a similar 
cost to that of far less performant solutions.”

Fortify by OpenText™ is the inclusive and 
extendible suite of application security 
solutions with two decades of experience and 
continuous improvement. Fortify solutions 
enable end-to-end application lifecycle 
management by providing static code testing 
through its static application security testing 
(SAST) module, dynamic code testing with its 
dynamic application security testing (DAST) 
module, and software composition analysis 
(SCA) to ensure the security of any open 
source code components that are used. 
Using sophisticated artificial intelligence  
(AI) technology, Fortify allows automated 
security checks to be performed on code  
as it is written, suggesting changes required 
to ensure the code is as robust as possible. 
“The level of protection provided by Fortify 

facilitates DevSecOps development models 
and regulatory compliance in multiple  
areas, including the financial sector,” 
comments Garofalo.

Full DORA Compliance and 
Improved Vendor Collaboration
The start of the project involved Fortify on 
Demand, providing application security as 
a service without the need for additional 
infrastructure or resources. This is particularly 
valuable to validate software from external 
or commercial vendors, often small software 
companies specializing in banking solutions. 
The credit group cannot share its source 
code with external vendors, as it is protected 
by intellectual property law, nor can it accept 
code that hasn’t been checked according 
to its own software development standards. 
However, leveraging Fortify on Demand, 
the credit group can offer external vendors 
access to application testing via a code 
security scan. This allows the credit group to 
obtain an independent security certification 
to ensure that the security of the software 
conforms with its requirements.

The credit group leverages Fortify’s on-
premises solution within its three in-house 
development factories where pre-defined 
languages are used. The first factory focuses 
on the development of home banking 
applications and its related apps for mobile 
access. The second factory develops the 
core applications for the group’s information 
system that manages communication 
between its 180 branch offices. The third 
factory develops the software used to create 
debit, credit, and pre-paid cards. “The Fortify 
hybrid deployment model, with on-demand 
and on-premises capabilities, is central to all 
software development at the credit group 
by ensuring that every code component is 
checked and corrected on the fly before it 
goes into production,” explains Garofalo.

50% Reduction in  
Code Vulnerabilities and  
15 Critical Applications 
Successfully Implemented
The introduction of Fortify led to the 
successful and seamless implementation  
of 15 business-critical applications, including 
both developed code and Open Source 
components. Following the Fortify process, 
100 percent of new software releases are 
secured and certified against the Open Source  
foundation for application security (OWASP) 
top 10, as well as sysadmin, audit, network  
and security (SANS) top 25 standards.  
The credit group has identified a 50 percent 
reduction in code vulnerabilities associated 
with its developers’ higher level of security 
awareness through the introduction of Fortify 
and a gamified training program. The credit 
group’s CISO comments: “We consider the 
adoption of the ‘security by design’ principle  
in our software lifecycle management a 
building block of our cyber resilience strategy.  
Fortify has proved to be the ideal technology 
partner for this in terms of depth, breadth,  
and precision of vulnerability analysis, DevOps 
integration, and service model flexibility.”



Garofalo concludes: “The credit group is 
delighted with Fortify’s ability to strengthen 
application development security, eliminate 
code vulnerabilities, and comply with  
DORA regulations. It also leverages the 
Voltage SecureData Payments by OpenText 
solution to ensure payment data encryption. 

This simplifies PCI compliance and protects 
clients’ credit card data in e-commerce 
applications, as well as web and mobile 
payments. Given the success of both Voltage 
and Fortify, the credit group is considering 
integrating the two to provide further value.”

 

“Fortify is central to all software development at the credit 
group by ensuring every code component is checked 
and corrected on the fly before it goes into production.”
Maurizio Garofalo
Head of the Risk, Compliance and Cybersecurity Practice
Join Business Management Consulting

Connect with Us
www.opentext.com

OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and compliance,  
our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual threat intelligence,  
OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk.

768-000107-002 | O | 11/23 | © 2023 Open Text

https://www.microfocus.com/en-us/cyberres/data-privacy-protection/securedata-payments
https://www.opentext.com
https://www.linkedin.com/showcase/9022/
https://twitter.com/OpenTextSec



Accessibility Report



		Filename: 

		7680107-en.pdf






		Report created by: 

		Sar Dugan


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 2


		Failed manually: 0


		Skipped: 1


		Passed: 29


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


